
 

   
 

 
 
 
 

 

 

 

September 6, 2022 

 

 

Mr. Kurt Delbene 

Assistant Secretary for Information and Technology and Chief Information Officer 

U.S. Department of Veterans Affairs  

810 Vermont Ave., NW 

Washington, D.C. 20420 

 

Dear Assistant Secretary Delbene, 

 

I am writing to express concern over a recent report regarding a weakness in how the Veterans 

Information Systems and Technology Architecture (VistA) encrypts internal credentials and 

potential implications of this weakness.  

 

This vulnerability, which was recently identified by a security researcher in health care 

information technology at the Defcon Security Conference1, could compromise VistA and allow 

an attacker on a hospital’s network to impersonate a health care provider within it. Possible 

implications of such an attack include impersonators modifying patient records, submitting 

diagnoses, or prescribing medications. 

 

Furthermore, I am aware of the ongoing delays in the rollout of the Cerner Electronic Health 

Records Management (EHRM) system. This rollout, which involves the phasing out of VistA 

using a new medical records system, has also experienced issues with pilot deployments that 

have nearly resulted in almost 150 cases in which patients could have potentially been harmed.2  

 

Given these events and the importance of securing such crucial data, I request that the VA 

provide information about the steps that it plans to take to ensure VistA remains safe and secure 

while the EHRM rollout is implemented. 

 

I believe that provider and patient safety is of the utmost priority and should not be compromised 

under any circumstance. Though the department is working to phase out VistA, the priority to 

ensure safety should remain at the forefront. In an environment in which cyber-attackers are 

working to access sensitive and critical information, adequate resources and protection must  

 
1 A Flaw in the VA’s VistA Medical Records Platform May Put Patients at Risk | WIRED 
2 Watchdog reveals flaw in Cerner computer system caused nearly 150 cases of harm at Spokane VA hospital | The 

Spokesman-Review 

https://www.wired.com/story/va-vista-medical-records-flaw/
https://www.spokesman.com/stories/2022/jun/19/watchdog-reveals-flaw-in-cerner-computer-system-ca/
https://www.spokesman.com/stories/2022/jun/19/watchdog-reveals-flaw-in-cerner-computer-system-ca/


be provided to any system that contains this information and ensure that those that served our 

country are protected.  

 

Thank you and I look forward to your response. 

 

Sincerely, 

 
Tony Gonzales 

Member of Congress 
 


